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Back to 2022: The Game Changer

https://chatgpt.com/
1

https://chatgpt.com/


Large Language Models: A New Arms Race

2
Zhao et al., A Survey of Large Language Models, 2023

Larger Models Ą Stronger Performance

https://arxiv.org/abs/2303.18223


Large Language Models: A New Arms Race

3
https://lmarena.ai/leaderboard ; https://www.llama.com/models/llama -3/; https://www.anthropic.com/news/claude -4/

People care about benchmark performance a lot

https://lmarena.ai/leaderboard
https://www.llama.com/models/llama-3/
https://www.llama.com/models/llama-3/
https://www.llama.com/models/llama-3/
https://www.anthropic.com/news/claude-4/
https://www.anthropic.com/news/claude-4/
https://www.anthropic.com/news/claude-4/


Large Language Models: A New Arms Race

4https://www.insidehook.com/culture/gpt -4-exams-results; https://edition.cnn.com/2023/01/26/tech/chatgpt -passes-exams
https://www.technologyreview.com/2024/07/25/1095315/ ; https://deepmind.google/discover/blog/
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Is Performance The Only Goal?



6

Can We Trust LLMs?



How to Tell If LLMs Really Know Something?

7
Bao et al., DISC-MedLLM: Bridging General Large Language Models and Real-World Medical Consultation, 2023

https://arxiv.org/abs/2308.14346
https://arxiv.org/abs/2308.14346
https://arxiv.org/abs/2308.14346


How to Make Sure If LLMs Really Understand?

8Janice et al., Prompt-Reverse Inconsistency: LLM Self-Inconsistency Beyond Generative Randomness and Prompt Paraphrasing, COLM 2025
Pezeshkpour et al., Large Language Models Sensitivity to The Order of Options in Multiple-Choice Questions, NAACL Findings 2024

https://arxiv.org/abs/2504.01282
https://arxiv.org/abs/2504.01282
https://arxiv.org/abs/2504.01282
https://arxiv.org/abs/2504.01282
https://arxiv.org/abs/2504.01282
https://arxiv.org/abs/2308.11483
https://arxiv.org/abs/2308.11483
https://arxiv.org/abs/2308.11483


Do We Always Have Control Over LLMs?

9
Zou et al., Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023

https://arxiv.org/abs/2307.15043


How to Make LLMs Forget Sensitive Information?

10
Eldan et al., Who's Harry Potter? Approximate Unlearning in LLMs, 2023

https://arxiv.org/abs/2310.02238


How to Ensure LLMs Have No Bias?

11
Wan et al., "Kelly is a Warm Person, Joseph is a Role Model": Gender Biases in LLM-Generated Reference Letters, EMNLP Findings 2023

https://arxiv.org/abs/2310.09219
https://arxiv.org/abs/2310.09219
https://arxiv.org/abs/2310.09219


How About Multimodal LLMs?

12Kamath et al., What's "up" with vision-language models? Investigating their struggle with spatial reasoning, EMNLP 2023
Yuksekgonul et al.,  When and why vision-language models behave like bags-of-words, and what to do about it? ICLR 2023

https://arxiv.org/abs/2310.19785
https://arxiv.org/abs/2310.19785
https://arxiv.org/abs/2310.19785
https://arxiv.org/abs/2210.01936
https://arxiv.org/abs/2210.01936
https://arxiv.org/abs/2210.01936
https://arxiv.org/abs/2210.01936
https://arxiv.org/abs/2210.01936
https://arxiv.org/abs/2210.01936
https://arxiv.org/abs/2210.01936


13

How to Build Robust and Trustworthy LLMs?

Performance Is Not The Only Goal



Agenda

ÅAttacking and Jailbreaking (Kuan-Hao) [20 min] 
ÅMachine Unlearning (Kuan-Hao) [15 min]

ÅQ&A + Break [15 min]

ÅHallucinations (Cheng-Kuang) [25 min]

ÅPrompt Robustness (Cheng-Kuang) [10 min]

ÅPosition and Order Biases (Cheng-Kuang) [15 min]

ÅQ&A + Break [15 min]

ÅRobustness of Reasoning Models (Zhi Rui) [15 min]

ÅFairness and Social Bias (Zhi Rui) [20 min]

ÅRobustness for Multimodal LLMs (Zhi Rui) [15 min]
14
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Attacking and Jailbreaking for LLMs



Back to Earlier Years: Adversarial Attacks and Defense

16

Semantic perturbation on the input Ą Change in prediction in a single task

Iyyer et al., Adversarial Example Generation with Syntactically Controlled Paraphrase Networks, NAACL 2018
Ebrahimi  et al., HotFlip: White-Box Adversarial Examples for Text Classification, ACL 2018; Alzantot et al., Generating Natural Language Adversarial Examples, EMNLP 2018

https://arxiv.org/abs/1804.06059
https://arxiv.org/abs/1712.06751
https://arxiv.org/abs/1712.06751
https://arxiv.org/abs/1712.06751
https://arxiv.org/abs/1804.07998


LLM Era: Jailbreaking and Safety Alignment

17

Safety alignment: Ensure that LLMs behave in ways that are 
helpful, truthful , and harmless

https://llm -attacks.org/; Huang et al., Lisa: Lazy Safety Alignment for Large Language Models against Harmful Fine-tuning Attack, NeurIPS 2024

Jailbreaking: Bypass the safety alignment

https://llm-attacks.org/
https://llm-attacks.org/
https://llm-attacks.org/
https://arxiv.org/abs/2405.18641
https://arxiv.org/abs/2405.18641
https://arxiv.org/abs/2405.18641


Jailbreaking: Adversarial Suffix

18
Zou et al., Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023

Before adding suffix After adding suffix

https://arxiv.org/abs/2307.15043


Whtie-Box Jailbreaking: Greedy Coordinate Gradient (GCG)

ÅAn iterative way to find the adversarial suffix with gradients
ÅWhite-box setting: Assume we have access to model weights

19

Step 1: Initiate suffix with random tokens

Zou et al., Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023

https://arxiv.org/abs/2307.15043


Whtie-Box Jailbreaking: Greedy Coordinate Gradient (GCG)

ÅAn iterative way to find the adversarial suffix with gradients
ÅWhite-box setting: Assume we have access to model weights

20

Step 2: Replace one token to maximize the 
likelihood of љċŉŉŔƖůċƣŔƻĲШƖĲƚƓŸŰƚĲƚњ

Zou et al., Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023

&

https://arxiv.org/abs/2307.15043


Whtie-Box Jailbreaking: Greedy Coordinate Gradient (GCG)

ÅAn iterative way to find the adversarial suffix with gradients
ÅWhite-box setting: Assume we have access to model weights

21

Step 2: Replace one token to maximize the 
likelihood of љċŉŉŔƖůċƣŔƻĲШƖĲƚƓŸŰƚĲƚњ

Step 3: Repeat Step 2 until successful

Zou et al., Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023

& *a

https://arxiv.org/abs/2307.15043


Whtie-Box Jailbreaking: Greedy Coordinate Gradient (GCG)

22

Strong jailbreaking rate

Performance is transferrable
Vicuna-7B and 13B Ą Others

Zou et al., Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023

https://arxiv.org/abs/2307.15043


23
Zou et al., Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023

Whtie-Box Jailbreaking: Greedy Coordinate Gradient (GCG)

How about using some filters?

https://arxiv.org/abs/2307.15043


Whtie-Box Jailbreaking: AutoDAN

ÅGenerate readable adversarial prompts with gradients 

24
Zhu et al., AutoDAN: Interpretable Gradient-Based Adversarial Attacks on Large Language Models, COLM 2024

https://arxiv.org/abs/2310.15140
https://arxiv.org/abs/2310.15140
https://arxiv.org/abs/2310.15140


Black-Box Jailbreaking: Do-Anything-Now (DAN)

ÅBlack-box setting: No access to model weights
ÅManually crafted prompts sourced from online communities

25
https://gist.github.com/coolaj86/6f4f7b30129b0251f61fa7baaa881516 

https://gist.github.com/coolaj86/6f4f7b30129b0251f61fa7baaa881516


Black-Box Jailbreaking: Template-Based Prompts

26
Zeng et al., How Johnny Can Persuade LLMs to Jailbreak Them: Rethinking Persuasion to Challenge AI Safety by Humanizing LLMs, ACL 2024

Bethany et al., Jailbreaking Large Language Models with Symbolic Mathematics, 2024
Kang et al., Exploiting Programmatic Behavior of LLMs: Dual-Use Through Standard Security Attacks, 2023; 

Persuasive Adversarial Prompt

Code Injection
Prompt

Symbolic
Mathematic Prompt

https://arxiv.org/abs/2401.06373
https://arxiv.org/abs/2409.11445
https://arxiv.org/abs/2302.05733
https://arxiv.org/abs/2302.05733
https://arxiv.org/abs/2302.05733


Black-Box Jailbreaking: Automated Evolving Prompts

27

AutoDAN: Evolving with Hierarchical Genetic Algorithm

Liu et al., AutoDAN: Generating Stealthy Jailbreak Prompts on Aligned Large Language Models, ICLR 2024

https://arxiv.org/abs/2310.04451


Black-Box Jailbreaking: Automated Evolving Prompts

28

PAIR: Improving with Chat History

Chao et al., Jailbreaking Black Box Large Language Models in Twenty Queries, 2023

https://arxiv.org/abs/2310.08419


Black-Box Jailbreaking: Multilingual Prompts

29
Deng et al., Multilingual Jailbreak Challenges in Large Language Models, ICLR 2024

https://arxiv.org/abs/2310.06474


How to Defend?

30

Input Perturbations + Majority Vote!

Word-Level Perturbations Character-Level Perturbations

Cao et al., Defending Against Alignment-Breaking Attacks via Robustly Aligned LLM, ACL 2024
Robey et al., SmoothLLM: Defending Large Language Models Against Jailbreaking Attacks, 2023

https://arxiv.org/abs/2309.14348
https://arxiv.org/abs/2309.14348
https://arxiv.org/abs/2309.14348
https://arxiv.org/abs/2310.03684


How to Defend?

31

Prompt Rewriting

Wang et al., Defending LLMs against Jailbreaking Attacks via Backtranslation, ACL Findings 2024

https://arxiv.org/abs/2402.16459


LLM Guardrails

32
https://www.leanware.co/insights/llm -guardrails 

https://www.leanware.co/insights/llm-guardrails
https://www.leanware.co/insights/llm-guardrails
https://www.leanware.co/insights/llm-guardrails


Recommended Readings
ÅAttacking and Jailbreaking for LLMs

ÅZou et al., Universal and Transferable Adversarial Attacks on Aligned Language Models, 2023
ÅZhu et al., AutoDAN: Interpretable Gradient-Based Adversarial Attacks on Large Language Models, COLM 2024
ÅZeng et al., How Johnny Can Persuade LLMs to Jailbreak Them: Rethinking Persuasion to Challenge AI Safety by 

Humanizing LLMs, ACL 2024
ÅBethany et al., Jailbreaking Large Language Models with Symbolic Mathematics, 2024
ÅKang et al., Exploiting Programmatic Behavior of LLMs: Dual-Use Through Standard Security Attacks, 2023
ÅChao et al., Jailbreaking Black Box Large Language Models in Twenty Queries, 2023
ÅLiu et al., AutoDAN: Generating Stealthy Jailbreak Prompts on Aligned Large Language Models, ICLR 2024
ÅDeng et al., Multilingual Jailbreak Challenges in Large Language Models, ICLR 2024
ÅYi et al., Jailbreak Attacks and Defenses Against Large Language Models: A Survey, 2024

ÅJailbreaking Defense
ÅCao et al., Defending Against Alignment-Breaking Attacks via Robustly Aligned LLM, ACL 2024
ÅRobey et al., SmoothLLM: Defending Large Language Models Against Jailbreaking Attacks, 2023
ÅWang et al., Defending LLMs against Jailbreaking Attacks via Backtranslation, ACL Findings 2024
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https://arxiv.org/abs/2307.15043
https://arxiv.org/abs/2310.15140
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https://arxiv.org/abs/2402.16459
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Machine Unlearning for LLMs



ìőǃШ?ŸШìĲШ ĲĲĬШƣŸШљÖŰũĲċƖŰње

ÅCorrect harmful or biased knowledge
ÅForget sensitive and private information
ÅRemove copyrighted content

35
Eldan et al., Who's Harry Potter? Approximate Unlearning in LLMs, 2023

https://arxiv.org/abs/2310.02238


Re-Training vs. Machine Unlearning

36

Machine unlearning offers a cheap, fast, flexible, 
and scalable alternative

Xu et al., Machine Unlearning: A Survey, 2023

https://arxiv.org/abs/2306.03558


Unlearning: Gradient Ascent

ÅForget set ꜠ : Knowledge to unlearn
ÅRetain set ꜠ : Sanity check for capability

37

Gradient Ascent on ꜠  fl ВÌÏÇὴ ὼȿὼ  

Gradient Descent on ꜠  fl ВÌÏÇὴ ὼȿὼ  

fl fl fl ὑὒ—ȿȿ—



Unlearning: Negative Preference Optimization (NPO)

ÅUnlearning as preference optimization

38
Zhang et al., Negative Preference Optimization: From Catastrophic Collapse to Effective Unlearning, COLM 2024

Increase the likelihood of 
more preferred response

Decrease the likelihood of 
less preferred response

https://arxiv.org/abs/2404.05868


Unlearning: Negative Preference Optimization (NPO)

ÅUnlearning as preference optimization

39
Zhang et al., Negative Preference Optimization: From Catastrophic Collapse to Effective Unlearning, COLM 2024

Decrease the likelihood of 
forget set response

https://arxiv.org/abs/2404.05868


Unlearning: Negative Preference Optimization (NPO)

ÅUnlearning as preference optimization

40
Zhang et al., Negative Preference Optimization: From Catastrophic Collapse to Effective Unlearning, COLM 2024

https://arxiv.org/abs/2404.05868


Unlearning: Negative Preference Optimization (NPO)

41
Zhang et al., Negative Preference Optimization: From Catastrophic Collapse to Effective Unlearning, COLM 2024

https://arxiv.org/abs/2404.05868


Unlearning: Where is Knowledge?

ÅKnowledge Localization: commonly used in model editing
ÅAims to find a set of neurons that store knowledge

ÅKnowledge Localization + Targeted Unlearning = More Accurate

42
Meng et al., Locating and Editing Factual Associations in GPT, NeurIPS 2022

https://arxiv.org/abs/2202.05262


Knowledge Localization: Causal Tracing

ÅThe Big Bang Theory premieres on CBS
ÅWhere is the knowledge about this fact?

43
Meng et al., Locating and Editing Factual Associations in GPT, NeurIPS 2022

https://arxiv.org/abs/2202.05262

